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Nick’s Corner

Questions the Board Should be

Asking
Condensed from the Wall Street Journal. By David
Breg, Deputy Director, WSJ Pro Research

For most board directors, the cybersecurity
practices of the companies they serve have

g historically been low on their list of priorities.
s And while this may be starting to change with
the attention given to high-profile extortion-related attacks that have
disrupted businesses, many directors who have recently taken an
interest have relatively little knowledge about cybersecurity functions.

The following are a set of questions or guidelines that members of a

board can consider asking.

1. Is our cybersecurity strategy based on a recognized risk

management framework, adapted to our specific needs and
aligned to our business strategy?
This question addresses the need for strategic risk management. It
is not essential for members of the board to be well-versed on the
variety of existing frameworks or the details about the one
adopted by the cyber officials with their organization. However, it
isimportant to determine one is in use, why it was chosen and how
it has been customized to meet the company’s cybersecurity
needs.

2. Do we have appropriate internal and external expertise to lead

and deliver the strategic and tactical duties of defending our
organization's network and data?
The board should have a firm understanding of who is in charge
and the responsibilities for essential members of the cyber team.
This extends to knowing the cyber chief’s background and
experience, as well as that person’s reporting line to senior
management. The board should also be aware of third-party
experts who may have a role in developing and implementing
security measures or assisting with recovery efforts following a
breach.

3. Do we have the capabilities to identify risks, detect threats,

measure our program's effectiveness, respond to attacks and
recover from disruption?
This question gets to the heart of the matter when developing a
security program by evaluating the current level of its
implementation and determining the progress that has been made
so far. Ameasurement program should have been established with
key performance indicators on the way to a mature cybersecurity
program. Most board directors will recognize the importance of
assessing the risks, having a roadmap in place to protect the
business’s most critical assets and the ability to respond to attacks
that will inevitably occur.

4. Are we investing the right amount in cybersecurity skills,

technologies and resources to ensure data security without
diminishing returns?
Board directors are focused on the company’s bottom line and are
concerned about how money is spent on internal resources. They
should know the basic components in the cyber budget, such as
staff, training, security software and third-party expertise but must
also understand cybersecurity investment can significantly reduce
the likelihood of an expensive and disruptive incident.

5.  What are the current and potential regulations, risks and threats
that could affect our business or industry?

Cybersecurity is ever evolving and the laws and rules that
businesses and organizations must operate under are not static

either. The regulatory landscape offers both handrails and
potential land mines for businesses that are caught unawares of
new or existing regulations. Lack of compliance can lead to stiff
penalties or fines, as well reputational damage. Partnering with an
entity's legal office is an important first step for leaders of the
security team. And if a business or organization is small and
doesn’t have an in-house legal officer, then having outside counsel
is advised. Discussions should happen at a minimum of once per
year to keep up with changes.

Client Services

We are concerned about the large number of zero balances that are
being distributed daily in the CT files, which causes significant
downstream validation processing, as well as having an impact on the
amount of unusable data that is being unnecessarily uploaded,
downloaded and stored.

The source of these are Valid Linked and un-linked Accounts with zero
balances. We are reaching out to our clients with a list of “aged” zero
balance accounts, so that these can be removed before the final go-live
onto the chain.

While many of these accounts have been set up in anticipation of future
flows, our analysis shows that the majority are older than 6 months.
Clients need to remember that the new system will auto create the links
removing the need to pre-link.

Blockchain Project Update:
Go-Live: We have added enhanced trade order functionality and the
estimated Go-Live date is now scheduled for the end of Q1 2022.

Familiarisation: We urge clients to login and familiarise themselves with
the new blockchain interface and the training material on hand.

Web Services: Web services will be available for 6 months after go live.

Release: We are implementing an update to the Chain on the 6t
October. Highlights from this release are:

= Advanced search filters on the Trading screen, giving clients an
enhanced, powerful and more refined search capabilities

= Life cycle of order routing will be found under one screen and
updated in real time
. Holding balances can be viewed and extracted separately

"

Training: Another “Demo Interface
after the Release.

training session will be arranged

API: Cut off for the API go-live will be 6 months after the Blockchain
platform goes live. Final updated documentation will be circulated
within the first 2 weeks of October.

Exactpro: FinSwitch has engaged Exactpro, a leading provider of
software testing and related software development services with a focus
on test automation for financial market infrastructures and who employ
650 professionals world-wide. Exactpro are busy building a testing
module for FinSwitch to test the API. Please see link to Exactpro:
https://exactpro.com/

Best Wishes
Tasneem Gydien
Manager: Client Relations



